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1. 7€ N8
Title Safety / Security /| Terrorism Response Technical Growth
Name Organization Name Organization Type
Ikwspc KEIT Europe(Germany) Government Entity
Name
E-mail Telephone
lkwspc@gmail.com +49-30-111-1111
Category 10-3-3. 2-1-2 Safety | Security / Terrorism Response Technical Growth
Tech Type Tech-oriented( ), Product-oriented( O )
2. Background
© Mobile device security has been becoming very important for majority of companies and industries
especially in health care organization.
© Failure to implement effective mobile device security in any organization can lose physical control of]
their overall security.
© The organization could have technical issues regarding the worthless devices and mobile operating system.
© Privacy concerns are increasing.
© Malware becoming more and more common and complex for mobile devices.
© Data loss seems to be common for mobile devices.

3. Objective & Proposed Technology

Design and develop effective intrusion detection system for mobile devices.

Objective
- Design intrusion detection system using different approaches such as static or
dynamic detection methods.
Proposed - Design and develop intrusion detection system for Android and IoS operating system
Technology using mobile devices and/or cloud based system.

- Design and develop different behavior detection mechanisms and algorithms.

- Design and develop company policies to protect mobile devices.

Total Period

(3) year Government Fund (3) B(won)




4. Technology Trend

© Currently, intrusion detection is done using misuse detection and anomaly detection method.

© The misuse detection using a system that has comprehensive detection knowledge. The knowledge is
used to detect the malware behaviors that match with intrusion cases.

© The anomaly detection approach is using historical pattern and statically analysis.

© A host based intrusion detection system could be used to monitor the device and track changes made to
the files and other internal activities.

© Network based intrusion detection analyze the network traffic to determine the attach patterns. The
agents are required throughout the network to collect the data and statistics to evaluate the network

behaviors.

5. Expected results and Benefits

© Mobile device security for enterprise becoming more important for industries and academia especially
government sectors. There are several approaches of defending the malware from stealing company’s
information, private information and performing denial of service attacks. The approaches will include
security mechanisms and tools in application, operating system (OS), firmware and hardware.

© Application security will include application verification, data flow control, local authentication, remote
wipe, policy enforcement and sandboxing.

© OS security consists of application balck/whitelisting, application verification, device encryption, policy
enforcement, secure containers and VPN.

© The firmware security design and development for baseband isolation, baseband integrity, boot validation,
device encryption and trusted key storage.

© For the hardware of mobile devices, several approacheshave been developed to partition the storage and
usage capacity for normal use and confidential use. In this approach, the memory isolation, storage

protection, trusted execution and trusted key storage should be designed and implemented.

6. Business Model

© There are many mobile device security solutions in the market but it’s difficult to know what
approaches have been used in the solution. I would recommend to compare the performances of mobile
device security solutions and determine the weakness of each solution. The new product should address

the weakness.






